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UNEMPLOYMENT FRAUD 

GUIDE 
 

At Maestro Associates, we aim to help our Clients achieve their Ideal Life.  Sometimes, that means 
planning for and handling the unexpected.  While fraud has always been in existence, recent events 
have, unfortunately, made unemployment fraud the new trend.   
 
The following is a checklist of Action Items to use as a guide in the event of a fraudulent 
unemployment claim filed your name.   
 
ACTION ITEMS 

q REPORT YOUR FRADULENT UNEMPLOYMENT CLAIM: You should be notified via 
USPS mail by your state’s employment department that an unemployment claim has been 
filed in your name.   

o Using the link on the letter, fill out a fraudulent claim report on the unemployment 
website.   

o If you are a salaried employee, your employer should receive the same notification 
and will need to fill out the same report online.  

q CONTACT YOUR CREDIT/IDENTITY MONITORING COMPANY: If you are a 
member of a credit/identity monitoring company like IDShield or LifeLock, contact their 
customer service line to notify them of the fraudulent claim.  They should have a number of 
actions they can complete on your behalf and a list of suggested actions you should 
complete. 

o If you are not a member, perhaps now is the time to research and sign up for this 
type of service.   

q CREATE A SOCIAL SECURITY ACCOUNT: The Social Security website only allows one 
account to be made per Social Security Number, so it is best that you do so for yourself 
before someone else tries to do so fraudulently. 

o Go to the Social Security website at ssa.gov and sign up for a free “My Social 
Security” account.     

o Once you have the account created, you can access your current benefits statement, 
current income statement, and more to make sure no one has accessed any of your 
income other than you.   
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q CREDIT RELATED ACTION ITEMS:  

o If you don’t have a credit/identity monitoring membership or if they were not able to 
do so for you, contact the three credit bureaus (Equifax, Experian & TransUnion) and 
place a “Fraud Alert” on your credit files.  With a Fraud Alert in place, in the event 
that you or anyone else attempts to run your credit, apply for or open an account in 
your name, the institution that receives the request must contact you to receive 
verbal authorization that you are the one making the request.  You can also discuss 
the pros and cons and guidelines of placing a freeze on your credit with your 
monitoring membership company and/or the credit bureaus. 

o Go to AnnualCreditReport.com and pull your three credit reports from Equifax, 
Experian, and TransUnion.  Save a copy of each report to your computer and review 
all reports for any unusual activity.  If any unusual activity is found, contact your 
credit monitoring membership company and/or the credit bureaus.   

§ TIP: once each report is generated on the website, save a copy to your 
computer before reviewing.  If too much time passes between pulls, the site 
will time you out and make you start over.  If you try to start over, it may not 
allow you to pull reports again for a specified amount of time. 

§ Normally, AnnualCreditReport.com allows each individual to pull their three 
credit reports once a year.  However, with the rise in fraud, they are allowing 
more frequent pulls.  Check the website for the current restrictions. 

q REVIEW YOUR ACCOUNTS & CONTACT BANKING INSTITUTIONS: 
o Review all of your banking, investment, and credit card accounts for any unusual 

activity.  Continue frequent and close monitoring all accounts for, at least, the next 
six months to a year. 

o Contact your banking institutions to notify them of the fraudulent claim.  In most 
cases, your banking institutions may not be able to do anything except to note your 
alert.  However, you can request their suggestions for increasing the security of your 
accounts and account access (for example: PIN or two-factor authentication).   

q CREATE AN IRS PIN: The IRS allows you to create a PIN to use when you file your taxes 
to help prevent others from doing so fraudulently in your name.   

o Visit www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin on the 
IRS website to read more and find out how to apply for the PIN.  

q SIGN UP FOR USPS INFORMED DELIVERY: The United States Postal Service offers a 
free service that allows you to see a list of your daily mail before it leaves the post office and 
is delivered to your mailbox.   

o Visit informeddelivery.usps.com to read more and to apply for a free account. 
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While any and all of the above can help after a fraudulent claim, keep in mind that these Action 
Items are also steps you can take prior to any type of fraud to help protect you and your identity.  If 
you know additional fraud or identity theft has occurred in your name, please note that additional 
Action Items may be needed (such as filing an IRS identity theft form or filing a police report).   
 
At Maestro Associates, we review your accounts that are under our management on a regular basis.  
We will continue business as usual and notify you immediately if we find any unusual activity.  If you 
would like to schedule a time to review your accounts in detail with us, please contact our office at 
303-319-7900.   
 
If you have any questions or concerns as you review this Guide or work through the Action Items, 
please do not hesitate to contact us.   
 
Stay safe! 
 
 
Maestro Associates  
 
600 S. Cherry Street Suite 801 
Denver, CO 80246 
 
303-316-7900 
Hello@Maestro-Associates.com 
Maestro-Associates.com 
 
 
 
 

 
 


